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About This Document

The ESP32-C6 is targeted at developers working on low level software projects that use the ESP32-C6 SoC. It
describes the hardware modules listed below for the ESP32-C6 SoC and other products in ESP32-C6 series.
The modules detailed in this document provide an overview, list of features, hardware architecture details, any
necessary programming procedures, as well as register descriptions.

Navigation in This Document
Here are some tips on navigation through this extensive document:

¢ Release Status at a Glance on the very next page is a minimal list of all chapters from where you can
directly jump to a specific chapter.

e Use the Bookmarks on the side bar to jump to any specific chapters or sections from anywhere in the
document. Note this PDF document is configured to automatically display Bookmarks when open, which
is necessary for an extensive document like this one. However, some PDF viewers or browsers ignore this
setting, so if you don’t see the Bookmarks by default, try one or more of the following methods:

- Install a PDF Reader Extension for your browser;
- Download this document, and view it with your local PDF viewer;
— Set your PDF viewer to always automatically display the Bookmarks on the left side bar when open.

¢ Use the native Navigation function of your PDF viewer to navigate through the documents. Most PDF
viewers support to go Up, Down, Previous, Next, Back, Forward and Page with buttons, menu, or hot
keys.

e You can also use the built-in GoBack button on the upper right corner on each and every page to go back
to the previous place before you click a link within the document. Note this feature may only work with
some Acrobat-specific PDF viewers (for example, Acrobat Reader and Adobe DC) and browsers with
built-in Acrobat-specific PDF viewers or extensions (for example, Firefox).
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1

1.1

High-Performance CPU

Overview

ESP-RISC-V CPU is a 32-bit core based upon RISC-V instruction set architecture (ISA) comprising base integer
(), multiplication/division (M), atomic (A) and compressed (C) standard extensions. The core has 4-stage,

in-order, scalar pipeline optimized for area, power and performance. CPU core complex has a debug module

(OM),

interrupt-controller (INTC), core local interrupts (CLINT) and system bus (SYS BUS) interfaces for memory

and peripheral access.

1.2

ESP-RISC-V CPU

RV32IMAC
CORE

SYS BUS

L]

IRAM DRAM AHB

Figure 1-1. CPU Block Diagram

Features
RISC-V RV32IMAC ISA with four-stage pipeline that supports an operating clock frequency up to 160 MHz

Compatible with RISC-V ISA Manual Volume I: Unprivileged ISA Version 2.2 and RISC-V ISA Manual,
Volume II: Privileged Architecture, Version 1.10

Zero wait cycle access to on-chip SRAM and Cache for program and data access over IRAM/DRAM
interface

Branch target buffer (BTB) with static branch prediction
User (U) mode support along with interrupt delegation

Interrupt controller with up to 28 external vectored interrupts for both M and U modes with 16
programmable priority and threshold levels

Core local interrupts (CLINT) dedicated for each privilege mode
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¢ Debug module (DM) compliant with the specification RISC-V External Debug Support Version 0.13 with
external debugger support over an industry-standard JTAG/USB port

e Support for instruction trace
e Debugger with a direct system bus access (SBA) to memory and peripherals

e Hardware trigger compliant to the specification RISC-V External Debug Support Version 0.13 with up to 4
breakpoints/watchpoints

* Physical memory protection (PMP) and attributes (PMA) for up to 16 configurable regions
e 32-bit AHB system bus for peripheral access

e Configurable events for core performance metrics

1.3 Terminology

branch an instruction which conditionally changes the execution flow
delta a change in the program counter that is other than the difference between two
instructions placed consecutively in memory
hart a RISC-V hardware thread
retire  the final stage of executing an instruction, when the machine state is updated
trap the transfer of control to a trap handler caused by either an exception or an
interrupt

1.4 Address Map

Below table shows address map of various regions accessible by CPU for instruction, data, system bus
peripheral and debug.

Table 1-2. CPU Address Map

Name Description Starting Address | Ending Address | Access
IRAM/DRAM | Instruction/Data region 0x4000_0000 Ox4FFF_FFFF R/W
CPU CPU Sub-system region 0x2000_0000 Ox2FFF_FFFF R/W
AHB AHB Peripheral region *default *default R/W

*default: Address not matching any of the specified ranges (IRAM, DRAM, CPU) are accessed using AHB
bus.

1.5 Configuration and Status Registers (CSRs)

1.5.1 Register Summary

Below is a list of CSRs available to the CPU. Except for the custom performance counter CSRs, all the
implemented CSRs follow the standard mapping of bit fields as described in the RISC-V Instruction Set Manual,
Volume II: Privileged Architecture, Version 1.10. It must be noted that even among the standard CSRs, not all bit
fields have been implemented, limited by the subset of features implemented in the CPU. Refer to the next
section for detailed description of the subset of fields implemented under each of these CSRs.
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Name Description Address | Access
Machine Information CSRs
mvendorid Machine Vendor ID OxF11 RO
marchid Machine Architecture ID OxF12 | RO
mimpid Machine Implementation ID OxF13 | RO
mhartid Machine Hart ID OxF14 | RO
Machine Trap Setup CSRs
mstatus Machine Mode Status 0x300 | R/W
misa Machine ISA 0x301 | RW
mideleg Machine Interrupt Delegation Register 0x303 | R/W
mie Machine Interrupt Enable Register 0x304 | R/W
mtvec 2 Machine Trap Vector 0x305 | R/W
Machine Trap Handling CSRs
mscratch Machine Scratch 0x340 | R/W
mepc Machine Trap Program Counter 0x341 R/W
mcause 2 Machine Trap Cause 0x342 | R/W
mtval Machine Trap Value 0x343 | R/W
mip Machine Interrupt Pending 0x344 | R/W
User Trap Setup CSRs
ustatus User Mode Status 0x000 | R/W
uie User Interrupt Enable Register 0x004 | R/W
utvec User Trap Vector 0x005 | R/W
User Trap Handling CSRs
uscratch User Scratch 0x040 | R/W
uepc User Trap Program Counter 0x041 R/W
ucause User Trap Cause 0x042 | R/W
uip User Interrupt Pending 0x044 | R/W
Physical Memory Protection (PMP) CSRs
pmpcfgO Physical memory protection configuration Ox3A0 | R/W
pmpcfgi Physical memory protection configuration Ox3A1 R/W
pmpcfg2 Physical memory protection configuration 0x3A2 | R/W
pmpcfg3 Physical memory protection configuration Ox3A3 | R/W
pmpaddrO Physical memory protection address register 0x3BO | R/W
pmpaddri Physical memory protection address register 0x3B1 R/W
pmpaddr15 ‘ Physical memory protection address register Ox3BF | R/W
Trigger Module CSRs (shared with Debug Mode)
tselect Trigger Select Register Ox7A0 | R/W
tdatal Trigger Abstract Data 1 Ox7A1 R/W
tdata2 Trigger Abstract Data 2 Ox7A2 | R/W
tcontrol Global Trigger Control Ox7A5 | R/'W
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would be termed WARL (Write Any Read Legal) in RISC-V terminology
2mtvec only provides configuration for trap handling in vectored mode with the base address aligned to 256 bytes
SExternal interrupt IDs reflected in mcause include even those IDs which have been reserved by RISC-V standard for core internal sources.
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Name Description Address | Access
Debug Mode CSRs

desr Debug Control and Status O0x7BO | R/W
dpc Debug PC ox7B1 | R/W
dscratchO Debug Scratch Register O ox7B2 | R/W
dscratchi Debug Scratch Register 1 O0x7B3 | R/W
Performance Counter CSRs (Custom) ¢

mpcer Machine Performance Counter Event Ox7EO0 | R/W
mpcmr Machine Performance Counter Mode OX7ET1 R/W
mpccr Machine Performance Counter Count Ox7E2 | R/W
GPIO Access CSRs (Custom)

cpu_gpio_oen GPIO Output Enable 0x803 | R/W
cpu_gpio_in GPIO Input Value 0x804 | RO
cpu_gpio_out GPIO Output Value 0x805 | R/W
Physical Memory Attributes Checker (PMAC) CSRs

pma_cfgo Physical memory attribute configuration 0xBCO | R/W
pma_cfg1 Physical memory attribute configuration 0xBC1 | R/W
pma_cfg2 Physical memory attribute configuration oxBC2 | R/'W
pma_cfg3 Physical memory attribute configuration 0xBC3 | R/'W
pma_cfg15 Physical memory attribute configuration OxBCF | R/'W
pma_addrO Physical memory attribute address register 0xBDO | R/W
pma_addr1 Physical memory attribute address register 0xBD1 R/W
pma_addr15 Physical memory attribute address register ‘ OxBDF ‘ R/W

Note that if write/set/clear operation is attempted on any of the CSRs which are read-only (RO), as indicated in
the above table, the CPU will generate illegal instruction exception.

1.5.2 Register Description

Register 1.1. mvendorid (0xF11)

o
oo®

S

N

E 3

\ 0x00000612 \ Reset

MVENDORID Represents Vendor ID. (RO)

4These custom CSRs have been implemented in the address space reserved by RISC-V standard for custom use
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Register 1.2. marchid (0xF12)
O
&
@V‘
‘ 31 0 ‘
‘ 0x80000002 \ Reset
MARCHID Represents Architecture ID. (RO)
Register 1.3. mimpid (0xF13)
)
~
‘ 31 0 ‘
‘ 0x00000002 \ Reset
MIMPID Represents Implementation ID. (RO)
Register 1.4. mhartid (0xF14)
QO
&
X
‘ 31 0 ‘
\ 0x00000000 \ Reset
MHARTID Represents Hart ID. (RO)
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Register 1.5. mstatus (0x300)

GQ)& @Q’b\ GQ;& J\@& GQ;&
) %) Q ) & L & %)
) ) ) ) N )
& Q& & ¢ K¢ WY ¢
‘31 221 21 |20 13 | 12 11 | 10 8 7 6 5 4 3 2 1 0 ‘
\ 0x000 0 0x00 0x0 0x0 o] ox0 [o]o] oxo [0 \Reset

UIE Write 1 to enable the global user mode interrupt. (R/W)

MIE Write 1 to enable the global machine mode interrupt. (R/W)

UPIE Write 1 to enable the user previous interrupt (before trap). (R/W)

MPIE Write 1 to enable the machine previous interrupt (before trap). (R/W)

MPP Configures machine previous privilege mode (before trap).

0x0: User mode

0x3: Machine mode

Note: Only the lower bit is writable. Any write to the higher bit is ignored as it is directly tied to the

lower bit.

(R/W)

TW Configures whether to cause illegal instruction exception when WFI (Wait-for-Interrupt) instruction

is executed in U mode.

0: Not cause illegal exception in U mode

1: Cause illegal instruction exception

(R/W)
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Register 1.6. misa (0x301)
&
& @ 12104000200V EILR0CLIOD T
}om 0x0 ooooo1ooooooo1ooo1ooooo101}Reset
MXL Machine XLEN = 1 (32-bit). (RO)
Z Reserved = 0. (RO)
Y Reserved = 0. (RO)
X Non-standard extensions present = 0. (RO)
W Reserved = 0. (RO)
V  Reserved = 0. (RO)
U User mode implemented = 1. (RO)
T Reserved = 0. (RO)
S Supervisor mode implemented = 0. (RO)
R Reserved = 0. (RO)
Q Quad-precision floating-point extension = 0. (RO)
P Reserved = 0. (RO)
O Reserved = 0. (RO)
N User-level interrupts supported = 0. (RO)
M Integer Multiply/Divide extension = 1. (RO)
L Reserved = 0. (RO)
K Reserved = 0. (RO)
J Reserved = 0. (RO)
I RV32lbase ISA =1. (RO)
H Hypervisor extension = 0. (RO)
G Additional standard extensions present = 0. (RO)
F Single-precision floating-point extension = 0. (RO)
E RV32E base ISA =0. (RO)
D Double-precision floating-point extension = 0. (RO)
C Compressed Extension = 1. (RO)
B Reserved = 0. (RO)
A Atomic Extension = 1. (RO)
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Register 1.7. mideleg (0x303)

E ]

\ 0x00000111

‘Reset

MIDELEG Configures the U mode delegation state for each interrupt ID. Below interrupts are dele-
gated to U mode by default:

Bit O: User software interrupt (CLINT)

Bit 4: User timer interrupt (CLINT)

Bit 8: User external interrupt

The default delegation can be modified at run-time if required.

(R/W)

Register 1.8. mie (0x304)

Q) S N
& ¢ g
‘31 8 7 6 5 4 3 2 1 0 ‘
\ 0x0 ox0] ox0 |oxoloxo| oxo OxO\Reset
USIE Write 1 to enable the user software interrupt. (R/W)
MSIE Write 1 to enable the machine software interrupt. (R/W)
UTIE Write 1 to enable the user timer interrupt. (R/W)
MTIE Write 1 to enable the machine timer interrupt. (R/W)
MXIE Write 1 to enable the 28 external interrupts. (R/W)
Register 1.9. mtvec (0x305)
&& <
<
@V% \@%@ @OQ
‘31 8|7 2|1 0
\ 0x000000 0x00 Ox1 \Reset

MODE Represents whether machine mode interrupts are vectored. Only vectored mode 0x1 is avail-
able. (RO)

BASE Configures the higher 24 bits of trap vector base address aligned to 256 bytes. (R/W)
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Register 1.10. mscratch (0x340)

Ve
&C)
&OQ?

E 3

‘ 0x00000000 \ Reset

MSCRATCH Configures machine scratch information for custom use. (R/W)

Register 1.11. mepc (0x341)

O
Q
N

E 3

‘ 0x00000000 \ Reset

MEPC Configures the machine trap/exception program counter. This is automatically updated with
address of the instruction which was about to be executed while CPU encountered the most recent

trap. (R/W)
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Register 1.12. mcause (0x342)

& S\ «\QO&
I S Y
\o“"’@ @&é &
‘ 31 | 30 5 | 4 0 ‘
\ 0 | 0x0000000 | 0x00 \Reset

Exception Code This field is automatically updated with unique ID of the most recent exception or
interrupt due to which CPU entered trap. Possible exception IDs are:
Ox1: PMP instruction access fault
0x2: lllegal instruction
0x3: Hardware breakpoint/watchpoint or EBREAK
0x5: PMP load access fault
0x6: Misaligned store address or AMO address
0x7: PMP store access or AMO access fault
0x8: ECALL from U mode
Oxb: ECALL from M mode
Other values: reserved
Note: Exception ID 0x0 (instruction access misaligned) is not present because CPU always masks
the lowest bit of the address during instruction fetch.

(R/W)

Interrupt Flag This flag is automatically updated when CPU enters trap.
If this is found to be set, indicates that the latest trap occurred due to an interrupt. For exceptions
it remains unset.
Note: The interrupt controller is using up IDs in range 1-2, 5-6 and 8-31 for all external interrupt
sources. This is different from the RISC-V standard which has reserved IDs in range 0-15 for core
local interrupts only. Although local interrupt sources (CLINT) do use the reserved IDs O, 3, 4 and

7.
R/W)
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Register 1.13. mtval (0x343)

%
&

E 3

‘ 0x00000000 \ Reset

MTVAL Configures machine trap value. This is automatically updated with an exception dependent
data which may be useful for handling that exception.
Data is to be interpreted depending upon exception IDs:
Ox1: Faulting virtual address of instruction
0x2: Faulting instruction opcode
0x5: Faulting data address of load operation
0x7: Faulting data address of store operation
Note: The value of this register is not valid for other exception IDs and interrupts.

(R/W)
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Register 1.14. mip (0x344)

(b’\"(b\ 6?3\ "],\\

< € & & &

& FF e &

‘31 8 7 6 5 4 3 2 1 0 ‘
‘ 0x0 0x0| OxO |OxO|0x0| OxO OXO‘ Reset

USIP Configures the pending status of the user software interrupt.
0: Not pending
1: Pending
RW)

MSIP Configures the pending status of the machine software interrupt.
0: Not pending
1: Pending
RW)

UTIP Configures the pending status of the user timer interrupt.
0: Not pending
1: Pending
RW)

MTIP Configures the pending status of the machine timer interrupt.
0: Not pending
1: Pending
RW)

MXIP Configures the pending status of the 28 external interrupts.
0: Not pending
1: Pending
(RW)

Register 1.15. ustatus (0x300)

Q)& @b\
%Q)J‘A <</ c_,@é
@ AN 4

\31 5| 4 |3 1| 0 \
\ 0x0000000 | 0 | 0x0 | 0 \Reset

UIE Write 1 to enable the global user mode interrupt. (R/W)

UPIE Write 1 to enable the user previous interrupt (before trap). (R/W)
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Register 1.16. uie (0x004)

N
® S & S A

\' .
& & &° & &Y ¢
\ﬁ: @;% \3\5 \S\<</ \@% \3\5 \)%\

‘31 8|7|6 5|4|3|2 1|0

|
‘ % |oxo] 00 [o0]ox0] 00 [0x0|Reset

USIE Write 1 to enable the user software interrupt. (R/W)
UTIE Write 1 to enable the user timer interrupt. (R/W)

UXIE Write 1 to enable the 28 external interrupts delegated to U mode. (R/W)

Register 1.17. utvec (0x005)

&& %
Q:Véo & &
‘ 31 8|7 2|1 0
‘ 0x000000 0x00 oxi \ Reset

MODE Represents if user mode interrupts are vectored. Only vectored mode 0x1 is available. (RO)

BASE Configures the higher 24 bits of trap vector base address aligned to 256 bytes. (R/W)

Register 1.18. uscratch (0x040)

‘ 0x00000000 \ Reset

USCRATCH Configures user scratch information for custom use. (R/W)

Register 1.19. uepc (0x041)

O
<
¥

E ]

‘ 0x00000000 \ Reset

UEPC Configures the user trap program counter. This is automatically updated with address of the
instruction which was about to be executed in User mode while CPU encountered the most recent
user mode interrupt. (R/W)
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Register 1.20. ucause (0x042)

& S\ «\QO&
I S Y
\o“"’@ @&é &
‘ 31 | 30 5 | 4 0 ‘
\ 0 | 0x0000000 | 0x00 \Reset

Interrupt ID This field is automatically updated with the unique ID of the most recent user mode in-
terrupt due to which CPU entered trap. (R/W)

Interrupt Flag This flag would always be set because CPU can only enter trap due to user mode
interrupts as exception delegation is unsupported. (R/W)

Register 1.21. uip (0x044)

> SR S N
(b\ Q& & 4 Q/
& & Ff &
B [ s[«[s]2 1]o]
‘ % oxo] 0x0 Jox0[0x0] 0x0 [0x0|Reset

USIP Configures the pending status of the user software interrupt.
0: Not pending
1: Pending
R/W)

UTIP Configures the pending status of the user timer interrupt.
0: Not pending
1: Pending
RW)

UXIP Configures the pending status of the 28 external interrupts delegated to user mode.
0: Not pending

1: Pending
(R/W)
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Register 1.22. mpcer (0x7EQ)

é
\é(’ o Q
Q < O% QLY
S RGANS P
& 4\9&% TR & ¥

& FEEY FOPY OF S

‘31 11| 10 9 8 7 6 5 4 3 2 1 0 ‘
\ 0x000 olo[ofofoJolololololo \Reset

INST_COMP Count Compressed Instructions. (R/W)
BRANCH_TAKEN Count Branches Taken. (R/W)
BRANCH Count Branches. (R/W)

JMP_UNCOND Count Unconditional Jumps. (R/W)
STORE Count Stores. (R/W)

LOAD Count Loads. (R/W)

IDLE Count IDLE Cycles. (R/W)

JMP_HAZARD Count Jump Hazards. (R/W)
LD_HAZARD Count Load Hazards. (R/W)

INST Count Instructions. (R/W)

CYCLE Count Clock Cycles. Cycle count does not increment during WFI mode.
Note: Each bit selects a specific event for counter to increment. If more than one event is selected
and occurs simultaneously, then counter increments by one only.

(R/W)

Register 1.23. mpcmr (0x7E1)

Q:& /\?V//\\g/%
§ SR>
& Sallex
E ]
‘ 0 111 ‘Reset
COUNT_SAT Configures counter saturation.
0: Overflow on maximum value
1: Halt on maximum value
(R/W)
COUNT_EN Configures whether to enable the counter.
0: Disable
1: Enable
(R/W)
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Register 1.24. mpccr (0x7E2)

<&
&

\ 0x00000000 \ Reset

MPCCR Represents the machine performance counter value. (R/W)
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1.6 Interrupt Controller

1.6.1 Features

The interrupt controller allows capturing, masking and dynamic prioritization of interrupt sources routed from
peripherals to the RISC-V CPU. It supports:

e Up to 28 external asynchronous interrupts and 4 core local interrupt sources (CLINT) with unique IDs (0-31)
e Configurable via read/write to memory mapped registers

e Delegable to user mode

® 15 levels of priority, programmable for each interrupt

e Support for both level and edge type interrupt sources

® Programmable global threshold for masking interrupts with lower priority

¢ |nterrupts IDs mapped to trap-vector address offsets

For the complete list of interrupt registers and detailed configuration information, please refer to Chapter 10
Interrupt Matrix (INTMTX) > Section 10.4.2.

1.6.2 Functional Description

Each interrupt ID has 6 properties associated with it. These properties can be configured for the 28 external
interrupts (1-2, 5-6, 8-31), but are static (except mode) for the 4 local CLINT interrupts (O, 3, 4, 7). These
properties are as follows:

1. Mode (M/U):
e Determines the mode in which an interrupt is to be serviced.
e Programmed by setting or clearing the corresponding bit in mideleg CSR.
e |f the bit is cleared for an interrupt in mideleg CSR, then that interrupt will be captured in M mode.
e |f the bit is set for an interrupt in mideleg CSR, then it will be delegated to U mode.
2. Enable State (0-1):
e Determines if an interrupt is enabled to be captured and serviced by the CPU.

e Programmed by writing the corresponding bit in INTPRI_COREO_CPU_INT_ENABLE_REG.

Local CLINT interrupts have the corresponding bits reserved in the memory mapped registers thus
they are always enabled at the INTC level.

An M mode interrupt (external or local) further needs to be unmasked at core level by setting the
corresponding bit in mie CSR.

A U mode interrupt (external or local) further needs to be unmasked at core level by setting the
corresponding bits in uie CSR.

3. Type (0-1):
¢ Enables latching the state of an interrupt signal on its rising edge.
e Programmed by writing the corresponding bit in INTPRI_COREO_CPU_INT_TYPE_REG.
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¢ An interrupt for which type is kept O is referred as a 'level’ type interrupt.
¢ An interrupt for which type is set to 1 is referred as an ’edge’ type interrupt.

¢ | ocal CLINT interrupts are always ’level’ type and thus have the corresponding bits reserved in the
above register.

4. Priority (0-15):
e Determines which interrupt, among multiple pending interrupts, the CPU will service first.

e Programmed by writing to the INTPRI_COREO_CPU_INT_PRI_n_REG for an external interrupt with
particular interrupt ID .

e Enabled external interrupts with priorities less than the threshold value in
INTPRI_COREO_CPU_INT_THRESH_REG are masked.

¢ Priority levels increase from O (lowest) to 15 (highest).
¢ Interrupts with same priority are statically prioritized by their IDs, lowest ID having highest priority.

¢ | ocal CLINT interrupts have static priorities associated with them, and thus have the corresponding
priority registers to be reserved.

e | ocal CLINT interrupts cannot be masked using the threshold values for either modes.
5. Pending State (0-1):
¢ Reflects the captured state of an enabled and unmasked external interrupt signal.

e For each external interrupt ID the corresponding bit in read-only
INTPRI_COREQ_CPU_INT_EIP_STATUS_REG gives its pending state.

e For each interrupt ID (local or external), the corresponding bit in the mip CSR for M mode interrupts or
uip CSR for U mode interrupts, also gives its pending state.

A pending interrupt will cause CPU to enter trap if no other pending interrupt has higher priority.

A pending interrupt is said to be ’claimed’ if it preempts the CPU and causes it to jump to the
corresponding trap vector address.

¢ All pending interrupts which are yet to be serviced are termed as 'unclaimed’.
6. Clear State (0-1):
e Toggling this will clear the pending state of claimed edge-type interrupts only.

¢ Toggled by first setting and then clearing the corresponding bit in
INTPRI_COREOQO_CPU_INT_CLEAR_REG.

e Pending state of a level type interrupt is unaffected by this and must be cleared from source.

¢ Pending state of an unclaimed edge type interrupt can be flushed, if required, by first clearing the
corresponding bit in INTPRI_COREO_CPU_INT_ENABLE_REG and then toggling same bit in
INTPRI_COREO_CPU_INT_CLEAR_REG.

For detailed description of the core local interrupt sources, please refer to Section 1.7.
When CPU services a pending M/U mode interrupt, it:
® saves the address of the current un-executed instruction in mepc/uepc for resuming execution later.
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e updates the value of mcause/ucause with the ID of the interrupt being serviced.

e copies the state of MIE/UIE into MPIE/UPIE, and subsequently clears MIE/UIE, thereby disabling interrupts
globally.

e enters trap by jumping to a word-aligned offset of the address stored in mtvec/utvec.

The word aligned trap address for an M mode interrupt with a certain I.D = i can be calculated as (mtvec + 4i).
Similarly, the word aligned trap address for a U mode interrupt can be calculated as (utvec + 4i).

After jumping to the trap vector for the corresponding mode, the execution flow is dependent on software
implementation, although it can be presumed that the interrupt will get handled (and cleared) in some interrupt
service routine (ISR) and later the normal execution will resume once the CPU encounters MRET/URET
instruction for that mode.

Upon execution of MRET/URET instruction, the CPU:

e copies the state of MPIE/UPIE back into MIE/UIE, and subsequently clears MPIE/UPIE. This means that if
previously MPIE/UPIE was set, then, after MRET/URET, MIE/UIE will be set, thereby enabling interrupts
globally.

e jumps to the address stored in mepc/uepc and resumes execution.
It is possible to perform software assisted nesting of interrupts inside an ISR as explained in Section 1.6.3.
The below listed points outline the functional behavior of the controller:

¢ Only if an interrupt has priority higher or equal to the value in the threshold register, will it be reflected in
INTPRI_COREQ_CPU_INT_EIP_STATUS_REG.

e [f an interrupt is visible in INTPRI_COREO_CPU_INT_EIP_STATUS_REG and has yet to be serviced, then it's
possible to mask it (and thereby prevent the CPU from servicing it) by either lowering the value of its priority
or increasing the global threshold.

e [f an interrupt, visible in INTPRI_COREO_CPU_INT_EIP_STATUS_REG, is to be flushed (and prevented from
being serviced at all), then it must be disabled (and cleared if it is of edge type).

1.6.3 Suggested Operation
1.6.3.1 Latency Aspects

There is latency involved while configuring the Interrupt Controller.

In steady state operation, the Interrupt Controller has a fixed latency of 4 cycles. Steady state means that no
changes have been made to the Interrupt Controller registers recently. This implies that any interrupt that is
asserted to the controller will take exactly 4 cycles before the CPU starts processing the interrupt. This further
implies that CPU may execute up to 5 instructions before the preemption happens.

Whenever any of its registers are modified, the Interrupt Controller enters into transient state, which may take up
to 4 cycles for it to settle down into steady state again. During this transient state, the ordering of interrupts may
not be predictable, and therefore, a few safety measures need to be taken in software to avoid any
synchronization issues.

Also, it must be noted that the Interrupt Controller configuration registers lie in the APB address range, hence any
R/W access to these registers may take multiple cycles to complete.
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In consideration of above mentioned characteristics, users are advised to follow the sequence described below,
whenever modifying any of the Interrupt Controller registers:

1. save the state of MIE and clear MIE to O

2. read-modify-write one or more Interrupt Controller registers

3. execute FENCE instruction to wait for any pending write operations to complete
4. finally, restore the state of MIE

Due to its critical nature, it is recommended to disable interrupts globally (MIE=0) beforehand, whenever
configuring interrupt controller registers, and then restore MIE right after, as shown in the sequence above.

After execution of the sequence above, the Interrupt Controller will resume operation in steady state.

1.6.3.2 Configuration Procedure

By default, interrupts are disabled globally, since the reset value of MIE bit in mstatus is 0. Software must set
MIE=1 after initialization of the interrupt stack (including setting mtvec to the interrupt vector address) is
done.

The threshold value for external interrupts in INTPRI_COREO_CPU_INT_THRESH_REG is 0 by default. For
priority based masking of interrupts this could be initialized to 1 after CPU comes out of reset. That way all
interrupt sources which have default O priority are masked.

During normal execution, if an external interrupt n is to be enabled, the below sequence may be followed:
1. save the state of MIE and clear MIE to O

2. depending upon the type of the interrupt (edge/level), set/unset the nth bit of
INTPRI_COREO_CPU_INT_TYPE_REG

3. set the priority by writing a value to INTPRI_COREO_CPU_INT_PRI_n_REG in range 1 (lowest) to 15
(highest)

4. set the nth bit of INTPRI_COREO_CPU_INT_ENABLE_REG
5. execute FENCE instruction
6. restore the state of MIE

When one or more interrupts become pending, the CPU acknowledges (claims) the interrupt with the highest
priority and jumps to the trap vector address corresponding to the interrupt’s ID. Software implementation may
read mcause to infer the type of trap (mcause(31) is 1 for interrupts and O for exceptions) and then the ID of the
interrupt (mcause(4-0) gives ID of interrupt or exception). This inference may not be necessary if each entry in the
trap vector are jump instructions to different trap handlers. Ultimately, the trap handler(s) will redirect execution to
the appropriate ISR for this interrupt.

Upon entering into an ISR, software must toggle the nth bit of INTPRI_COREO_CPU_INT_CLEAR_REG if the
interrupt is of edge type, or clear the source of the interrupt if it is of level type.

Software may also update the value of INTPRI_COREO_CPU_INT_THRESH_REG and program MIE=1 for
allowing higher priority interrupts to preempt the current ISR (nesting), however, before doing so, all the state
CSRs must be saved (mepc, mstatus, mcause, etc.) since they will get overwritten due to occurrence of such an
interrupt. Later, when exiting the ISR, the values of these CSRs must be restored.
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Finally, after the execution returns from the ISR back to the trap handler, MRET instruction is used to resume
normal execution.

Later, if the n interrupt is no longer needed and needs to be disabled, the following sequence may be
followed:

1.
2.

5.
6.

save the state of MIE and clear MIE to O
check if the interrupt is pending in INTPRI_COREO_CPU_INT_EIP_STATUS_REG
set/unset the nth bit of INTPRI_COREO_CPU_INT_ENABLE_REG

if the interrupt is of edge type and was found to be pending in step 2 above, nth bit of
INTPRI_COREO_CPU_INT_CLEAR_REG must be toggled, so that its pending status gets flushed

execute FENCE instruction

restore the state of MIE

Above is only a suggested scheme of operation. Actual software implementation may vary.

1.6.4 Registers

For the complete list of interrupt registers and configuration information, please refer to Section 10.4.2 and
Section 10.5.2 respectively.
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1.7 Core Local Interrupts (CLINT)

1.7.1 Overview

The CPU supports 4 local level-type interrupt sources with static priorities as shown below.

Table 1-4. Core Local Interrupt (CLINT) Sources

ID Description Priority
0 | U mode software interrupt 1
3 | M mode software interrupt 3
4 U mode timer interrupt 0
7 M mode timer interrupt 2

These interrupt sources have reserved IDs and fixed priorities which cannot be masked via the interrupt controller
threshold registers for either modes.

Two of these interrupts (0 and 4) are by-default delegated to U mode as per the reset values of corresponding
bits in mideleg CSR.

It must be noted that regardless of the fixed priority of CLINT interrupts, pending external interrupt sources
always have higher priority over CLINT sources.

1.7.2 Features
e 4 |ocal level-type interrupt sources with static priorities and IDs

¢ Memory mapped configuration and status registers

Support for interrupts in both M and U modes

64-bit timer with interrupt with overflow flag

Software interrupts

1.7.3 Software Interrupt

M and U mode software interrupt sources are controlled by setting or clearing the memory mapped registers
MSIP and USIP, respectively.

The MSIE/USIE bit must be set in mie/uie CSR for enabling the interrupt at core level for a particular mode.

Pending state of this interrupt can be checked for either mode by reading the corresponding bit MSIP/USIP in
mip/uip CSR.

Note that by default U mode software interrupt with ID O has the corresponding bit set in mideleg CSR. This bit
can be toggled for using the interrupt in M mode instead. Similarly the bit corresponding to M mode software
interrupt can be set for using it in U mode.

1.7.4 Timer Counter and Interrupt

The CPU provides a local memory-mapped 64-bit wide M mode timer counter register MTIME which has both
read/write access. The timer counter can be enabled by setting the MTCE bit in MTIMECTL.
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A read-only memory mapped UTIME is also provided for reading the timer counter from U mode, although it
always reflects the same value as in the corresponding M mode counter MTIME register.

Timer interrupt for M/U mode is enabled by setting the MTIE/UTIE bit in MTIMECTL/UTIMECTL. Also, the
MTIE/UTIE bit must be set in mie CSR for enabling the interrupt at core level for a particular mode.

Interrupt for M/U mode is asserted when the 64b timer value exceeds the 64b timer-compare value programmed
in MTIMECMP/UTIMECMP.

Pending state of M/U mode timer interrupt is reflected as the read-only MTIP/UTIP bit in
MTIMECTL/UTIMECTL.

For de-asserting the pending timer interrupt in M/U mode, either the MTIE/UTIE bit has to be cleared or the value
of the MTIMECMP/UTIMECMP register needs to be updated.

Pending state of this interrupt can be checked at core level for either mode by reading the corresponding bit
MTIP/UTIP in mip/uip.

Upon overflow of the 64b timer counter, the MTOF/UTOF bit in MTIMECTL/UTIMECTL gets set. It can be cleared
after appropriate handling of the overflow situation.

Note that by default U mode timer interrupt with ID 4 has the corresponding bit set in mideleg CSR. This bit can
be toggled for using the interrupt in M mode instead. Similarly the bit corresponding to M mode timer interrupt
can be set for using it in U mode.

1.7.5 Register Summary

The addresses in this section are relative to CPU sub-system base address provided in Figure 5-1 in Chapter 5
System and Memory.

Name Description Address | Access
MSIP Core local machine software interrupt pending register 0x1800 R/W
MTIMECTL Core local machine timer interrupt control/status register | 0x1804 R/W
MTIME 64b core local timer counter value 0x1808 R/W
MTIMECMP 64b core local machine timer compare value 0x1810 R/W
USIP Core local user software interrupt pending register 0x1C00 R/W
UTIMECTL Core local user timer interrupt control/status register 0x1C04 R/W
UTIME Read-only 64b core local timer counter value 0x1C08 RO
UTIMECMP 64b core local user timer compare value 0x1C10 R/W

1.7.6 Register Description

The addresses in this section are relative to CPU subsystem base address provided in Figure 5-1 in Chapter 5
System and Memory.
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Register 1.25. MSIP (0x1800)
IS
GQ)
& &
‘ 0x00000000 0 \Reset
MSIP Configures the pending status of the machine software interrupt.
0: Not pending
1: Pending
R/W)
Register 1.26. MTIMECTL (0x1804)
@9 < <
) L & O
& SEEE

0x0000000

MTCE Configures whether to enable the CLINT timer counter.

0: Not enable
1: Enable

(R/W)

MTIE Write 1 to enable the machine timer interrupt. (R/W)

MTIP Represents the pending status of the machine timer interrupt.

0: Not pending
1: Pending
(RO)

MTOF Configures whether the machine timer overflows.

0: Not overflow
1: Overflow

(R/W)
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Register 1.27. MTIME (0x1808)
o
of
©
N
[ ]
’ 0 ‘Reset
S
&
&
’ 31 0 ‘
’ 0 ‘Reset
MTIME Configures the 64-bit CLINT timer counter value. (R/W)
Register 1.28. MTIMECMP (0x1810)
>
of
§®
&
N\
&
’ 0 ‘Reset
S
R
§Q
%
N\
&
’ 0 ‘Reset
MTIMECMP Configures the 64-bit machine timer compare value. (R/W)
Register 1.29. USIP (0x1CO00)
IO
@Q’é@ N
N N
’31 1|10 ‘
’ 0x00000000 0 ‘Reset
USIP Configures the pending status of the user software interrupt.
0: Not pending
1: Pending
(R/W)
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Register 1.30. UTIMECTL (0x1C04)

sq’& &&
@%Q) \S&o{<'&\Q 'K\Q@‘%@
’ 0x0000000 olofo]|o ‘Reset
UTIE Write 1 to enable the user timer interrupt. (R/W)
UTIP Represents the pending status of the user timer interrupt. (RO)
UTOF Configures whether the user timer overflows.
0: Not overflow
1: Overflow
R/W)
Register 1.31. UTIME (0x1C08)
o
Q&%
N
’ 0 ‘Reset
S
&
\§\
]31 o‘
’ 0 ‘Reset
UTIME Represents the read-only 64-bit CLINT timer counter value. (RO)
Register 1.32. UTIMECMP (0x1C10)
o
of
§@
%
S
N
’ 0 ‘Reset
S
R
§Q
O
S
N
’ 31 0 ‘
’ 0 ‘Reset
UTIMECMP Configures the 64-bit user timer compare value. (R/W)
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1.8 Physical Memory Protection

1.8.1 Overview

The CPU core includes a Physical Memory Protection (PMP) unit fully compliant to RISC-V Instruction Set
Manual, Volume II: Privileged Architecture, Version 1.10, which can be used by software to set memory
access privileges (read, write and execute permissions) for required memory regions. In addition to standard
PMP checks, CPU core also implements custom Physical Memory Attributes (PMA) checkers to provide
additional permission checks based on pre-defined attributes.

1.8.2 Features

The PMP unit can be used to restrict access to physical memory. It supports 16 regions and a minimum
granularity of 4 bytes. Maximum supported NAPOT range is 4 GB.

1.8.3 Functional Description

Software can program the PMP unit’'s configuration and address registers in order to contain faults and support
secure execution. PMP CSRs can only be programmed in machine-mode. Once the PMP unit is enabled by
configuring PMP CSRs, write, read and execute permission checks are applied to all the accesses in user-mode
as per programmed values of enabled 16 pmpcfgX and pmpaddrX registers (refer to the Register summary
Register Summary).

By default, PMP grants permission to all accesses in machine-mode and revokes permission of all access in
user-mode. This implies that it is mandatory to program the address range and valid permissions in pmpcfg and
pmpaddr registers (refer to the Register summary Register Summary) for any valid access to pass through in
user-mode. However, it is not required for machine-mode as PMP permits all accesses to go through by default.
In cases where PMP checks are also required in machine-mode, software can set the lock bit of required PMP
entry to enable permission checks on it. Once the lock bit is set, it can only be cleared through CPU reset.

When any instruction is being fetched from a memory region without execute perm